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1
Decision/action requested

It is proposed to discuss the security enhancements for 5GC LoCation Services Phase 3. 
2
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3
Rationale

In order to provide location to support both regulatory and commercial use for 5G systems, 3GPP has specified general location service in Rel-15, Rel-16 and Rel-17. In Rel-18, SA2 and RAN groups have agreed SIDs as per [1] and [2] on enhanced support to location services. Some potential security issues are presented below.
3.1
Security issues related to architectural enhancement to support User Plane positioning
As described in the SA2 SID proposal [1], potential architectural enhancements for location service will be studied to support better performance, such as reduction of location service latency, signalling overhead. In addition, positioning signalling via user plane will be discussed in the scenarios like edge computing. 
As documented in key issue 1 of TR 23.700-71[3], two deployments options are identified. The security work is also mentioned as highlighted as following:
For user plane positioning deployment, two options are identified, although other options are also possible:


Option 1: User plane positioning functionality (e.g. LMF) in the central network.


Option 2: The user plane positioning functionality can be deployed "in scenarios like edge computing" of the edge data network to provide positioning in the edge and fits into the architecture in TS 23.548 [10].
This KI is to address architectural changes allowing user plane positioning deployment, including central deployment or deployment at the edge e.g.:

-
Discovery of user plane capability and configuration and selection of PDU Sessions (if needed) to be used for the communication between UE and user plane positioning.

-
Whether and how to enhance existing 5GS LCS architecture or related procedures to support MO-LR, MT-LR, Deferred MT-LR and regulatory-related positioning procedures when user plane positioning is involved.

-
Interaction with legacy LCS call flows and security aspect
In solution 1 and 2 of TR 23.700-71[3], the security of user plane session was also discussed. Currently, there are several alternatives for the session protection between UE and LMF. 

(1) End-to-end security protection between UE and LMF. For such kind of solution, the credential provisioning is one of the main issues. As one option, LMF can provide credentials to establish a secure connection as descripted in solution 1 of TR 23.700-71[3]. In addition, AKMA and GBA are other options.  

(2) Hop-by-hop security protection with UP security. 
This issue requires further study and conclusion from SA3. The note is also captured in the solution 1 as following.
6.1.2
Functional Description

The AMF, UE and LMF are enhanced to initiate setup of a User Plane connection between a selected LMF and UE and to provide LMF and UE with needed information to establish a secure connection. The information includes e.g. IP address of LMF, S-NSSAI, identity of the DNN to be used for the connection, temporary UE identifier (not the same as used N2 or other reference points), and security credentials. The AMF, UE and LMF are enhanced to transport LPP over a UP protocol. Once the LCS-UP connection is established the LMF selects either to use the LCS-UP procedure per 6.1.3.3 or to use CP procedure per TS 23.273 [5] clause 6.11.1. Within one LPP session the same transport shall be used.

NOTE:
If and what security mechanism is used and subject to SA WG3 conclusion.
In the previous discussion, some companies mentioned SUPL[4] already defined the security procedures for security protection. However, SA2 also supports other protocols to be used between UE and LMF. We needs to define more generic security protection scheme for all protocols including SUPL.  
Observation 1: To support the architectural enhancement, new interface and new location procedure may be introduced. How to protect the new interfaces and the privacy for UE location needs to be taken into consideration. 

3.2
Security issues related to enhanced positioning architecture for NPN deployment
Considering the requirement from verticals, the enhanced positioning architecture is studied to support NPN deployment as key issue 2 in TR 23.700-71[3]. The objective is to reduce the latency and complexity in NPN deployment. In addition, the security requirement is also highlighted as following:

5.2.1
Description

For NPN network deployments, the following technical issues will be studied:

-
How to realize low latency positioning procedure under NPN deployment.

-
How to realize low complexity positioning procedure under NPN deployment.

-
How to achieve reliable and secure location result delivery and exposure, e.g. UE location not exposed to the public network.
Solution 4 and 5 in TR 23.700-71[3] are proposed to address the key issue. The new interface and procedure is introduced to meet the requirement for NPN deployment. All these work needs security analysis. For example, as defined in solution 5 in TR 23.700-71[3], "any AMF" is introduced to support the NPN deployment. Whether and how to establish the security connection between UE and "any AMF" requires security work. 
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Observation 2: It requires security work to achieve reliable and secure location result delivery and exposure for NPN deployment
3.3
Other potential security issues 
In TR 23.700-71[3], 12 key issues and 26 solutions are already approved so far. Although the security requirement is not identified by SA2, these issues also needs the analysis and input from SA3. For example, specific network functionality related to use of Positioning Reference Units (PRUs) will be potentially introduced to improve the accuracy of positioning, and reduce the signalling. For Positioning Reference Units, how to authenticate and authorize this specific UE type of node needs investigation. If the security feature related to PRUs is missing, the misbehaving/fake units may cause the inaccurate positioning result.
For 5G with satellite access, SA2 will collaborate with RAN to study LCS architectural enhancement to support network verified UE location and network controlled positioning, and to meet location services related requirements. How to support a trusted/reliable method to meet the regulatory requirements may also require SA3’s study. 
Observation 3: Apart from architecture enhancement for User Plane positioning and NPN deployment, other issues may also have security impact and need security solutions.
4
Detailed proposal

It is proposed to endorse a study for the security enhancement for 5GC LoCation Services Phase 3. 
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